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| connected with the pieces
of propaganda the most,

as it still reflects what we
experience as teenagers
online. Just as children
experienced fake news about
Jews, we today experience
fake information everywhere.
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Introduction.




Why this resource is for YOU

Misinformation surrounds us, often hidden in plain sight, and many of us don’t even notice it.
In a world driven by social media, the ability to identify false information is no longer just a skill—
it's a necessity as Canadians.

Social media has become a dominant force in shaping how we see the world. But what we
consume online is often just a fragment of a larger, more complex reality. These fragments, taken
out of context, can wield enormous influence over our decisions—decisions about our health,
finances, and even our values as citizens.

Misinformation doesn't just mislead; it impacts everyone. Its ripple effect distorts conversations,
erodes trust, spreads hate, and undermines progress. That's why accessing accurate information
is crucial—not just for staying informed but for safeguarding our ability to live freely and
responsibly.

The bottom line? When online—scrolling, clicking, sharing—you need to care about the
content you engage with. Pause, question, and verify before you share. Because the fight
against misinformation starts with each of us. Truth matters, and so does your role in
protecting it.
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Identifying the issue

In December 2024, a survey commissioned by the Toronto Holocaust Museum revealed a
significant shift in how people consume news, with 61% of Torontonians reporting that they
rely on social media for news and information. Among Gen Z respondents, this figure soared to
80%, highlighting a concerning trend: the next generation of leaders increasingly depend on a
platform where misinformation thrives.

The survey, spanning Gen Z to Boomers, sought to uncover the extent that social media and
various other online news sources play a role in manipulating minds, spreading misinformation,
and fostering hate. Alarmingly, 76% of Torontonians believe social media contributes to the
spread of antisemitism or antisemitic acts of hate. Compounding this issue, the study found that
82% of Torontonians who use social media for news do not consistently verify the information
they encounter. And, according to a 2023 Statistics Canada study, nearly 1in 10 Canadians lack
the skills to fact-check information, raising serious concerns about the public's vulnerability to
manipulation in the digital age.

These findings underscore the urgent need for digital literacy education and tools to

combat the unchecked spread of misinformation, particularly among younger generations

shaping the future.

Use of social media for news

Use for news

80% Medium used most often for news
72%
61% 62% 63% 64%
45%
0 35%
33% 31% °
19%
7%

All respondents Gen Z Millenial Gen X Boomer People who think social

media spreads/ incites racial
or religious-based hate
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Responsible information intake

Understanding and being able to navigate the online realm, especially social media, is imperative
and it starts with something called “information literacy.” Information literacy refers to how
individuals engage with, interpret, and act on the information they encounter online. It involves
more than just reading; it's about understanding the context, questioning the source, and
deciding how to use that information. Characteristics of information literacy include study
skills and academic writing, critical thinking and evaluation skills, research skills, and
critical analysis. Once a person is able to master their online literacy with these skills, they are
able to navigate their digital citizenship ethically and effectively.

Navigating the online world responsibly and ensuring you intake information wisely requires
a set of practical skills and strategies to help discern accurate content from misinformation

or disinformation. Ultimately, responsible information intake promotes a more informed and
thoughtful society. This guide outlines actionable steps for assessing, consuming, and sharing
information wisely.

Propaganda and the Holocaust.

Various forms of propaganda—biased or misleading information, used to promote or publicize
particular political cause or point of view—can be traced throughout history. One of the most
well-known uses of this form of persuasion was seen in the Second World War.

During the Holocaust, misinformation was a key tool of the Nazi regime, used to spread hateful
beliefs, manipulate public opinion, justify atrocities, and suppress dissent. State-controlled
propaganda spread lies through media, schools, and pseudoscience, dehumanizing targeted
groups and promoting Nazi ideology. The regime censored opposing voices, used euphemisms
to disguise atrocities, and staged deceptive practices to mislead both the public and the
international community. Nazi propaganda used existing anti-Jewish ideas familiar to Germans,
cultivating support for persecution of Jews or, at a minimum, indifference to their fate. By
exploiting fear, prejudice, and ignorance, the Nazis perpetuated false narratives with devastating
consequences.
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Misinformation and the Holocaust today.

The spread of misinformation and disinformation during the Holocaust highlights the devastating
consequences of unchecked propaganda and the deliberate distortion of truth. It underscores
the importance of critical thinking, free press, and vigilance in combating contemporary
misinformation. Unfortunately, today, misinformation about the Holocaust continues to spread
promoting its denial and distortion.

In 2022, UNESCO and the United Nations published a report to address Holocaust denial and
distortion. Findings outlined included that nearly half (49 per cent) of all content on public
Telegram channels that discusses the Holocaust either denies or distorts its history and that
Holocaust denial and distortion is present on all online platforms, including platforms with
targeted content moderation policies to address Holocaust denial and distortion. These two
findings reinforce a troubling reality—that the history of the Holocaust is being increasingly
manipulated, twisted, and maligned on social media. This falsified, re-writing of history attacks
truth and knowledge while feeding into and intensifying the spread antisemitism, jeopardizing
the understanding of one of the most destructive and horrifying events in human history.

Exacerbating these issues further was the announcement at the beginning of January 2025 that
Meta will end its fact-checking program with trusted partners and replace it with a community-
driven system similar to X's Community Notes, where misinformation, and especially Holocaust
denial, runs rampant. The changes will affect Facebook and Instagram, two of the largest social
media platforms in the world, each boasting billions of users, as well as Threads.
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Propaganda case in the Toronto Holocaust Museum'’s Persecution Gallery, 2023.



What we need to ask
ourselves.




What is misinformation and disinformation? Thus, creating a cycle in which misinformation
spreads rapidly, shaping public opinion in
detrimental ways. Combating misinformation
requires education, critical thinking, and fact-
checking to empower individuals to make
informed decisions and foster a healthier, more

truthful society.

Misinformation is inaccurate, misleading,
verifiably false news or information. It can include
inaccurate, incomplete, misleading, or false
information as well as selective or half-truths.

Disinformation is false information that is
deliberately intended to mislead. It is sometimes
called “fake news.”

Misinformation may be incorrect but shared
without malicious intent whereas disinformation is
intentionally created and distributed to influence
opinions, behaviors, or outcomes, often for
political, social, or financial gain.

Why is misinformation harmful and
problematic?

The more misinformation that is out there, the
more it will spread. The more often people are
exposed to it the more likely they are to believe it.

Misinformation distorts reality, erodes trust in
credible sources, and influences decisions based
on falsehoods. Repeated exposure leads people
to believe inaccuracies, promoting division,
conflict, polarization, and controversy around
critical issues, hindering productive discussions
and solutions. This can result in people making
choices based on dishonesty or inaccuracies,
further exacerbating societal divisions and can
lead to real world violence just as we saw in the
2018 Pittsburgh synagogue, Tree of Life, shooting.
An antisemitic terrorist attack that took place

at the Tree of Life - Or L'Simcha Congregation
synagogue in the Squirrel Hill neighborhood of
Pittsburgh, Pennsylvania, and to this day is the
deadliest attack on a local Jewish community

in American history. The perpetrator had earlier
posted antisemitic comments and disinformation
against HIAS (formerly, Hebrew Immigrant Aid
Society) on the online alt-tech social network Gab.

Social media amplifies the problem by prioritizing

content aligned with personal biases, often giving
minority viewpoints disproportionate attention.

e

How does misinformation spread on
social media?

Misinformation spreads rapidly on
social media due to fast publication,
minimal oversight, lack of media
literacy, and peer-to-peer sharing.
Platforms amplify false information
through algorithms that prioritize
sensational and emotionally charged
content, encouraging viral sharing.
Emotional manipulation, clickbait,

and confirmation bias make people
more likely to engage with and share
misinformation, especially when it aligns
with their beliefs. In many cases, the first
piece of information encountered (even
if false) influences how subsequent
information is interpreted.

Skim-reading, catchy memes,
misleading headlines, and
manipulated media further blur the
lines between fact and fiction. Social
media’s focus on user engagement
intensifies the problem, amplifying
posts that provoke strong emotions
like anger, outrage, or even joy. A
small group of "superspreaders" takes
advantage of these dynamics, reaching
large audiences and spreading false
information widely before it can be
flagged or corrected.
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WHEN AND WHY ARE PEOPLE
MORE SUSCEPTIBLE AND LIKELY
TO CONTRIBUTE TO THE SPREAD?

Rapid consumption
Often fact checking is overlooked when things
move at quick pace.

Information overload

When there is an overwhelming volume of
information out there to discern, it is difficult
to validate and know what is fact.

Emotional manipulation
When intense emotions are triggered like
anger, fear or even joy.

Moral outrage
Sensational or morally charged stories often
encourage impulsive sharing.

Comes from a source they trust but is not
trustworthy

Information that comes from authority figures
or even friends and family

Reinforces beliefs or biases

When what you see online aligns with
personal beliefs. It can also encourage rapid
spread within communities or groups who
share beliefs.

Lack of critical thinking or awareness
Often a result of low media literacy.

Social validation

When there is a strong desire to be validated
by peers or others.
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Captivating headlines
Eye-catching headlines can often project
sensationalized responses.

Information access barriers
Some communities might have limited access
to resources or translation.

Information voids
When reliable information on a topic is
unavailable, misinformation can fill the gap.

What can misinformation promote?

MYTHS AND MISCONCEPTIONS

STEREOTYPES AND PREJUDICE

HATRED AND BIGOTRY

DIVISION AND POLARIZATION

FEAR AND PANIC

RADICALIZATION

REAL WORLD VIOLENCE
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WHAT FORMS CAN MISINFORMATION
TAKE ONLINE?

TEXT-BASED CONTENT AUDIO CONTENT

Fake news articles: Fabricated stories
designed to mislead or promote a specific
agenda.

Clickbait headlines: Sensationalized or
misleading titles that misrepresent the
content to drive clicks and shares.
Manipulated statistics: Numbers or data
taken out of context to distort the truth or
mislead readers.

VISUAL CONTENT

Photoshopped images: Altered pictures
to misrepresent events or people.
Out-of-context images: Genuine photos

used in a false or misleading context, such

as showing an event from another time or
place.

Memes: Simplified or humorous images,
often culturally relevant, with text that
convey false narratives in an easily
shareable format.

= Synthetic audio (audio deepfakes):
Al-generated voices imitating real people
to spread false messages.

= Edited recordings: Conversations or
statements manipulated to mislead or
create false narratives.

= Out-of-context audio: Legitimate clips
presented in a misleading context.

FALSE OR MISLEADING ADS

=  Sponsored misinformation: Ads that
promote false claims or scams, often
targeting vulnerable populations.
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FABRICATED SOURCES

Fake websites: Sites designed to mimic
legitimate news outlets or organizations
but publish false or biased content.
Impersonated profiles: Accounts
pretending to be reputable individuals or

HOAXES AND RUMORS

Chain messages: False claims shared via
text or private messaging platforms (e.g.,
WhatsApp, Telegram).

Urban legends: Stories that are fabricated
but spread widely as “truths.’

organizations to lend credibility to false
claims.

= False citations: Misattribution of quotes
or studies to authoritative figures or

entities. PSEUDOSCIENTIFIC OR CONSPIRACY

= Satire or Parody Misunderstood as Fact: CONTENT
Satirical content (e.g., fake news websites)
can be mistaken for factual reporting, = Conspiracy theories: Claims that offer
leading to the unintentional spread of false or oversimplified explanations for
misinformation. complex events (e.g., "secret plots" by

governments or elites).
= Pseudoscience: False scientific claims
presented as credible (e.g., fake medical

VIDEOS CUreS).

= Deepfakes: Al-generated videos that
convincingly replace someone'’s face or
voice to create false but realistic-looking
content.

= Edited videos: Clips that are cropped,
spliced, or re-arranged to change the
original meaning or intent.

= Misleading captions: Videos with
captions that distort their context or intent.

SOCIAL MEDIA CONTENT

= Fake accounts and bots: Automated
or impersonated accounts used to
amplify misinformation or disinformation
campaigns.

= Fake reviews or testimonials: Misleading
product or service endorsements to sway
opinions.

= Hashtag manipulation: Coordinated

DATA MANIPULATION efforts to make false information trend.

= Fake polls: Fabricated or skewed surveys
to manipulate public opinion.

= Selective data presentation: Cherry-
picking data to support a false conclusion
while ignoring contradictory evidence.

e
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What we need
to ask ourselves.




KNOW YOUR TRUSTED SOURCES

Recognized
subject matter

experts and
professionals

Museums, libraries,
and archives

Educational Scholarly or peer-
and academic reviewed articles
institutions

and books

Nonpartisan
sources

Websites with domains
including .edu or .gov

Fact-checking
organizations
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TIPS FOR NAVIGATING ONLINE

INFORMATION

Verify the Source and Intent

= Question the source: Investigate who is
behind the information. Trust reputable
sources like established news outlets,

academic institutions, or recognized experts.

= Understand intent: Determine the purpose

of the content. Is it meant to inform, persuade,

entertain, or sell? Intent often signals bias or
objectivity.

= Evaluate evidence: Look for reliable, cited
sources. Be wary of claims relying solely on
anecdotes or emotional appeals.

Cross-Check and Fact-Check

= Check multiple sources: Compare

information across trusted platforms to confirm

accuracy and consistency.

= Use fact-checking tools: Websites like
Snopes, PolitiFact, and FactCheck.org can
help verify claims.

= Verify timeliness: Confirm the information
is current and not outdated or taken out of
context.

Assess Content Quality

= Identify authorship: Credible content is
attributed to experts or professionals. Be
cautious with anonymous sources.

= Analyze the platform: Established websites

often follow accuracy and fairness standards.

= Check for logical consistency: Misleading
content may include generalizations,
contradictions, or one-sided arguments.

Recognize Emotional and Cognitive Biases

= Spot emotional manipulation: Be cautious of
content designed to provoke fear, anger, or joy,

bypassing critical thinking.
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= Understand biases: Recognize personal and
media biases, and seek diverse perspectives to
avoid echo chambers.

Leverage Digital Literacy Skills

= Learn to spot fake news: Identify clickbait
headlines, manipulated images, and
sensational stories.

= Understand algorithms: Algorithms prioritize
engaging or polarizing content. Be mindful of
how your feed is curated.

= Invest in digital education: Use resources or
workshops to enhance your ability to evaluate
online content critically.

Practice Responsible Sharing

= Verify before sharing: Ensure the content is
accurate and from a credible source before
reposting or discussing it.

= Clarify sources: When sharing or debating,
link to original materials to enable others to
verify.

= Engage respectfully: Discuss sensitive topics
thoughtfully and avoid spreading unverified
information.

Overcome Confirmation Bias

= Challenge personal beliefs: Question
information that aligns too closely with your
views to avoid bias.

= Expose yourself to diverse opinions: Explore
a range of sources to gain a well-rounded
understanding of topics.

Use Educational Resources

= Educational platforms: Resources like the
News Literacy Project can improve critical
evaluation skills.

= Subject matter resources: Explore credible
websites on the topic.
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https://newslit.org/

LEARN ABOUT THE

Anne Frank House

www.annefrank.org

Dedicated to the story of Anne Frank, with
resources on her life, diary, and the Holocaust.

Arolsen Archives

www.arolsen-archives.org

A vast archive documenting the persecution of
victims of the Holocaust and Nazi oppression.

Auschwitz-Birkenau Memorial and Museum
www.auschwitz.org

Provides in-depth information about the Auschwitz
concentration camp, including virtual tours and
survivor accounts.

Facing History and Ourselves
www.facinghistory.org

Offers resources to help educators teach about the
Holocaust and related moral questions.

The Holocaust Educational Trust
www.het.org.uk

A UK-based organization offering educational
resources and Holocaust teaching programs.

Holocaust and Genocide Studies

(Oxford Academic)

academic.oup.com/hgs

A scholarly journal with academic articles on
Holocaust and genocide studies.

Holocaust Memorial Day Trust (HMDT)
www.hmd.org.uk

Focused on Holocaust education and promoting
the annual Holocaust Memorial Day.

The Holocaust Survivor Memoirs Program
(Azrieli Foundation)
www.memoirs.azrielifoundation.org

Collects, preserves and shares the memoirs and
diaries written by survivors of the Holocaust who
came to Canada.
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HOLOCAUST ONLINE

International Holocaust Remembrance Alliance
(IHRA)

www.holocaustremembrance.com

An intergovernmental organization dedicated to
promoting education, remembrance, and research
about the Holocaust.

Jewish Virtual Library
www.jewishvirtuallibrary.org

A wide-ranging resource on Jewish history,
including Holocaust studies.

The Shoah Foundation (USC Shoah Foundation)
sfi.usc.edu

Houses a vast collection of video testimonies from
Holocaust survivors and witnesses.

Toronto Holocaust Museum
www.torontoholocaustmuseum.org

A Toronto-based Museum that provides educational
tools and online exhibitions focusing on Holocaust
history and its relevance today.

UNESCO (United Nations Educational, Scientific
and Cultural Organization)
www.unesco.org/en/teaching-holocaust-genocide
Offers a comprehensive selection of resources in
multiple languages dedicated to Holocaust and
genocide education, aiming to foster understanding
of historical atrocities and promote global
citizenship.

United States Holocaust Memorial Museum
(USHMM)

www.ushmm.org

Comprehensive resources, including historical
timelines, survivor testimonies, and teaching
materials.

The Wiener Holocaust Library
www.wienerlibrary.co.uk

One of the world's oldest Holocaust archives,
offering research materials and public programs.

Yad Vashem: The World Holocaust
Remembrance Center

www.yadvashem.org

Located in Israel, Yad Vashem offers extensive
archives, digital exhibitions, and research tools.
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What you now know.




HISTORICAL EXAMPLE

Take a moment to critically
consider the image

= Describe what you see in the image.

= Consider the facial expressions and body
language of the subjects. What emotions
might they be sharing?

=  When and where do you think this
photo might have been taken? Things to
consider: language, colour, clothing)

= What might you not be able to know from
looking at the image? What are you not

seeing? Now let’s add some context to

= Does the image appear inappropriate or is this image

it triggering in any way?
Photo caption: German children reading
Der Giftpilz (The Poisonous Mushroom), an
antisemitic book of propaganda targeted to
German children, c. 1938,

= Why might someone share this image?

= How does knowing more context
about this image contribute to your

What are some safe and responsible understanding?

information sharing practices you would

consider applying to an image like this if = What are your feelings towards the image
you were to come across it online? now? Have they shifted?

= Who might be the creator or source of an
image like this?

= What might make someone want to share
this image?
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CONTEMPORARY EXAMPLE

Take a moment to critically
consider the image

= Describe what you see in the image.
= What form of media is this considered?

= Consider the facial expressions and body
language of the subjects - what emotions
might they be sharing?

=  What do you think this image represents?
= What time period is this referring to?

= What steps might you need to take in
order to discover more about the image, its
messaging, and context?

= Does the image appear inappropriate or is
it triggering in any way?

= Why might someone share this image?

Now let's add some context to
this image

A meme which has been shared across social
media platforms demonstrating an expression
used by antisemites to promote Holocaust
denial in covert ways. It refers to the popular
denial argument that the gas chambers found
in death camps could not have been designed
for the purpose of genocide, as some of them
were found to have wooden doors which
would not be able to hold poisonous gas

e

Day 1 in the fauci COVID
camp and | notice the
decontamination room

has wooden doors

into the room. Memes featuring this symbol
often bear few, if any, other references to the
Holocaust, making them incomprehensible
to people outside of the in-group. Another
layer of hateful rhetoric can be seen by the
use of Black people in this this meme further
intensifying the bigotry that exists online
linked to other groups and intentionally
confusing the viewer about what they are
seeing.

= In what way does knowing more context
about this meme contribute to your
understanding?

= What might make someone want to share
this image? What purpose does sharing
the meme serve?

= What effect can the spread hateful
messaging like this have on individuals
and society? Who does this image harm?
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THE TAKEAWAY

It's critical to think critically.

To address misinformation and disinformation, it's critical to develop digital literacy, verify
sources, and rely on credible fact-checking organizations. Platforms and users alike must take
responsibility for ensuring the information they share is accurate. By cultivating responsible
online habits and applying critical thinking, you can better navigate the online realm, discern
accurate information, and contribute to a healthier, more informed digital landscape and society.
And always remember, online, it's critical to think critically.

Sources

https://www.canada.ca/en/campaign/online-

disinformation.html#1

https://www.dcp.edu.gov.on.ca/en/program-
planning/transferable-skills/digital-literacy

https://www150.statcan.gc.ca/n1/daily-
quotidien/231220/dg231220b-eng.htm

https://wwwi150.statcan.gc.ca/n1/daily-
quotidien/240725/dg240725b-eng.htm

https://unesdoc.unesco.org/ark:/48223/
pf0000382159

Nuremberg City Archives, E 39/11 No. 2381/5
https://encyclopedia.ushmm.org/content/en/

https://hatepedia.ca/guide/contextual/wooden-
doors
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